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Bad Things Do Happen 

• System failures 

• Natural disasters 

• Man-made 

disasters 

• Human error 

• Cyber terrorism 

• Scheduled 

maintenance 

• Personnel events 

3 



Delivering IT Peace of MindSM 

Regulatory Compliance is Not an Option 
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• Sarbanes-Oxley 

• HIPAA 

• Gramm-Leach-Bliley 

• PCI DSS 

• Basel II 

• COBIT 

– And many more, 

depending upon your 

industry 

 

 

Operational 

Audits 

Investigations 

IT Audits 

Compliance 

Audits 

Financial 

Audits 

Control Self 

Assessment 

Regulatory 

Compliance 

You can use audit and regulatory 

compliance requirements to help 

harden your environment 
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Industry Analysts Weigh In 
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According to IBM, fewer companies are without a formal risk 

management plan than in past years 
 

• 2010 – 42% 

• 2011 – 34% 

 

Is your organization among the 66% that is prepared – or the 34% that is 

not? 

 

Gartner research shows that enterprises that have prepared business 

continuity plans are significantly more likely to survive than those that 

have not. 
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Risk Issues 
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Definitions 
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High Availability 
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• High availability refers to a system or component that is 

continuously operational for a desirably long length of 

time. Availability can be measured relative to "100% 

operational" or "never failing." A widely-held but difficult-

to-achieve standard of availability for a system or product 

is known as "five 9s" (99.999 percent) availability.  
                                 TechTarget Data Center Media 

 

• A high availability plan (HAP) is designed to address the 

ability of an organization to maintain 24x7x365 availability 

of critical business systems in the course of normal day-

to-day operations. 

 

http://searchcio.techtarget.com/sDefinition/0,,sid19_gci761286,00.html
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Disaster Recovery 
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Duplicating computer operations after a catastrophe occurs, 

such as a fire or earthquake. It includes routine off-site 

backup as well as a procedure for activating vital information 

systems in a new location. 

       PC Magazine 

 

A disaster recovery plan (DRP) outlines the necessary 

steps and provides the information required to help a 

business recover from a significant business interruption.  
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Business Continuity 
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• Business continuance (sometimes referred to as business 

continuity) describes the processes and procedures an 

organization puts in place to ensure that essential functions can 

continue during and after a disaster. Business continuance 

planning seeks to prevent interruption of mission-critical services, 

and to reestablish full functioning as swiftly and smoothly as 

possible.  

       Bitpipe.com 

 

• A business continuity plan (BCP) is designed to address the 

ability of an organization to maintain the continuity of critical 

business operations in the event of an interruption in normal 

operations. This plan by definition covers all aspects of the 

business and is much more than just an Information Technology 

function. 
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Are You Prepared? 
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• Does your organization currently maintain plans for the following 

mission critical areas of survivability: 

– High Availability 

– Disaster Recovery 

– Business Continuity 

• Who owns the plans? 

• Are your plans updated regularly? 

• Have you ever tested your plans? 

– If so, are they tested annually - at the bare minimum? 

• Is your staff trained in accordance with your plans? 

• Have you done everything in your power to protect your 

organization from the risk of a disaster or business interruption? 
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Planning 
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• Thinking you know what to do in the case of a disaster is not the same as 
building and testing a plan. 

 

• Having sound High Availability, Disaster Recovery and Business Continuity 
Plans have many benefits to your organization: 

 

– Reduces the likelihood of being affected by an external event 

– Minimizes the disruption of mission critical systems 

– Speeds the time to recovery 

– Helps identify current operational deficiencies 

– Eliminates confusion regarding responsibility and action plans during an event 

– Limits potential liability 

– Provides a guide for staff training & readiness 

– Reduces insurance premiums 

 

 The result: minimized financial impact on your organization 

Everyone has a plan - until they get punched in the face.  

 - Mike Tyson 
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Operational vs. Strategic IT 
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• A sound infrastructure-based strategy can be the 

foundation for a corporate disaster recovery and 

business continuity plan 

• IT leadership can and should drive the propagation of 

any corporate disaster recovery and business continuity 

plan throughout the organization 

– This would require that the IT organization fully understands 

and supports senior management's recovery strategy and 

requirements  

– By assuming this role the IT organization will then be perceived 

as a “strategic” entity rather than just an operational function 
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Building the Plan 
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6 Key Elements of  Your Business Continuity Plan 

Implementation & 

Training 

 
Develop a training plan 

Assist with staff training 

Coordinate plan with 

vendors 

Define ongoing testing 

schedule 

Establish criteria for 

annual plan audits 

 

Options 

Perform annual testing 

Perform annual plan 

audits 

Initiation 

 
Gain Management 

Commitment 

Gather Supporting 

Documentation 

Determine Goals & 

Objectives 

Identify the Plan 

Leader 

Establish the Team 

Initial Budgeting 

Risk Analysis 

 
Identify major risk 

areas 

Perform 

Cost/Benefit 

Analysis 

Identify exposures 

Identify reduction 

or mitigation of 

exposed risks 

Establish risk 

thresholds 

Define acceptable 

risk levels 

Establish priorities 

Evaluate existing 

back-up/failover 

systems 

Develop Risk 

Analysis 

Document 

 

Business 

Impact 

Assessment 
Develop a project 

plan 

Begin data 

gathering by 

department 

Analyze gathered 

data 

Develop Business 

Impact 

Assessment 

Document 

Plan 

Development 

 
Determine recovery 

strategies 

Identify necessary 

resources & 

equipment 

Develop an 

Emergency Contact 

List 

Develop an 

Inventory List 

Develop Vendor 

Questionnaires 

Develop Business 

Continuity and 

Disaster Recovery 

Plans 

Testing & 

Validation 

 
Define test 

objectives 

Identify personnel 

required for 

testing 

Define initial testing 

schedule 

Establish test 

guidelines 

Exercise the test 

Evaluate the 

results 

Create a Test 

Report 

Modify plan 

according to 

results 
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End User Recovery Considerations 
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• Telecommunications service 

– IP Telephony 

– Call redirecting 

– Phones 

• Office space 

• Workstations 

• Specialized Forms (e.g. checks & invoices) 

• Administrative functions and data 
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Building a Plan 
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What are your options? 
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DIY: Creating Your Own Plan 
• Management support is essential 

– Financial commitment – critical  

– Human resources -  even more critical 

• Departmental Representation 

• Input and Review  

 

• Your organization assumes responsibility and accountability for the plan integrity and 
functionality 

 

• Regular, scheduled plan maintenance is a must 

– Must have an owner, yet it’s a collaborative effort 

– An on-going function of your department 

– Look to automate the process 

 

• Rigorous and regular testing is also essential 

– Develop a sound test plan 

• Have clear and precise test objectives 

– Target known audit exceptions 

 

• Look to your business partners for possible assistance with key recovery options and 
processes 
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Outsourcing the Plan 
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• Management Support is essential 

– Financial commitment – critical  

– Human resources -  even more critical 

• Conduct extensive interviews 

• Ask for and check all references 

– If possible, get recommendations from reliable sources 

• Look to your business partners for possible assistance 

in the search  

• Accountability - consultant should assume majority of 

planning integrity 



Delivering IT Peace of MindSM 
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Disaster Recovery Configurations 
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Cold Site 
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Version 1: Customer-owned, pre-designated 

backup equipment resident at alternate 

location, not typically used for any other 

purpose but DR. Several providers offer these 

services. Can be physical devices or cloud 

based processing and storage. 

 

Version 2:  Contract for equipment/facility used 

on a temporary basis, during declared 

emergency 
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Hot Site 
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• Dedicated backup equipment resident at alternate 

location 

• Physical hardware, customer or vendor owned, can be 

used, but  cloud solutions are becoming much more 

widespread 

• Managed Service Partners can provide systems and services 

for hot sites 

• May be used for purposes other than DR, with real-time 

or near real-time replication of data 



Delivering IT Peace of MindSM 

DR Configurations Recap 

23 

Configuration Pros Cons 

 

Cold Site 

 No capital outlay if contract option is used 

 Basic recovery option 

 Lower telecom costs 

 Capital outlay unless contract option is used 

 Need self-discipline to test consistently 

 Slow to restore 

 Contract or systems must be synchronized 

with live system changes 

 

Hot Site 

 Near-real time recovery 

 Equipment costs can be allocated to other 

functions (e.g. high availability) 

 Good development/reporting environment 

 Reduced load on primary equipment 

 Cloud services can be leveraged 

 Cost can be higher 

 Maintenance of two active environments 

 Telecommunication costs 

 Testing is still essential 
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The Recovery 
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• Outsourcing the recovery effort itself is not uncommon. Here is a short 

list of some of the outsourcing options and considerations:  

 

– A Fault Tolerant Data Center 

• Hardened 

• SAS 70 / SSAE16 compliance   

• Geographically diverse  

• Cloud-based processing and storage 

– Network Security (e.g. firewalls & VPN’s) 

– Remote Facilities 

– Data Backup & Recovery 

– Telecommunications Monitoring & Management 
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Bottom Line 
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• The threats to your business are very real 

 

• Today’s IT organization needs to be a strategic business 

center 

 

• Build a business continuity plan that includes disaster 

recovery and high availability 

 

• Implement and maintain your plan 

 

• Sleep well at night! 
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Assessment Tools & Resources 
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• Taming the data demons: Leveraging information in the age of risk 

– http://public.dhe.ibm.com/common/ssi/ecm/en/rlw03001usen/RLW03001USEN.PDF 

 

• Sample planning guides, outlines and other plan writing resources 

– http://www.drj.com/tools/tools/sample-plans.html 

– http://mystrategicplan.com/ 

– http://bnetinc.org/ 

– http://www.acp-international.com/ 

 

 

 

 

 

 
   

The Internet is a great source of free planning documents and guides. Listed 

above are just a few good sites to start with. There are many reference books 

available on DR, BC and now on HA, and many are tailored to recovery methods 

specific to your industry – manufacturing, service, health care, finance, etc. 

 

http://public.dhe.ibm.com/common/ssi/ecm/en/rlw03001usen/RLW03001USEN.PDF
http://public.dhe.ibm.com/common/ssi/ecm/en/rlw03001usen/RLW03001USEN.PDF
http://www.drj.com/new2dr/samples.htm
http://www.drj.com/tools/tools/sample-plans.html
http://www.drj.com/tools/tools/sample-plans.html
http://www.drj.com/tools/tools/sample-plans.html
http://www.drj.com/tools/tools/sample-plans.html
http://www.drj.com/tools/tools/sample-plans.html
http://mystrategicplan.com/
http://mystrategicplan.com/
http://bnetinc.org/
http://bnetinc.org/
http://www.acp-international.com/
http://www.acp-international.com/
http://www.acp-international.com/
http://www.acp-international.com/
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Thank You! 

Q & A 

Nick Mattera   
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nick.mattera@mindshift.com 
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631.864.0326 

gene.frey@mindshift.com 


